
COMPLIANCE & RISK
MANAGEMENT SOLUTIONS

Bloomberg Vault enables  
surveillance of electronic 
communications in real time. 
MONITORING COMMUNICATIONS IS  
A BUSINESS IMPERATIVE
In many ways, reputational risk is as great a threat to financial services firms as market 
risk. If client trust and confidence are in question, it really doesn’t matter how a firm’s 
asset managers and traders perform. In an environment of increased regulatory 
scrutiny, financial services firms must proactively monitor the communications and 
activity of their employees for inappropriate behavior. The task has only become more 
daunting in recent years with the explosion in the volume and variety of data produced 
by communications platforms available to employees. 

There are three primary challenges in supervising employee communications:
1.  Ensure that relevant communications are being reviewed by using up-to-date, 

intelligent policies that reduce false positives and ”noise”
2.  Support and enforce the distributed review hierarchies that are needed to 

manage the massive volume of data and leverage reviewers, specialized 
business knowledge 

3.  Document and defend supervision practices for regulators

FOCUS ON WHAT REALLY MATTERS
The primary complaint from reviewers and compliance officers using legacy 
supervision platforms is: too much noise. Potentially relevant items are buried 
under a mountain of irrelevant communications. Bloomberg Vault helps firms  
refine their review with complex policy definitions that go beyond simple keywords, 
taking into account the context of words and phrases that are indicative of 
potential violations. More than 40 complex policies are available out-of-the-box to 
monitor for regulatory compliance, corporate compliance, data-loss prevention 
and security violations. These policies can be customized by designated users  
to meet the specific needs of each firm.

AN EFFICIENT REVIEW 
PROCESS
Reduce the administrative burden  
on IT, compliance and reviewers with 
Bloomberg Vault’s context-aware  
and intelligent policies that minimize 
false-positives. 

Over 40 customizable policies 
available in the following 
categories:
 •  Conflicts of Interest
 • Market Abuse
 • Data-Loss Prevention
 • Conduct Risk
 • Custom Policy Templates*

Customizable report templates 
such as:
 • Evidence of Review
 • Reviewed Events 
 • Supervisory Personnel
 • Reviewer Activity
 • Policy Keyword Hit Rate

*The Custom Policy Templates include  
a random sample policy. 
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TAKE THE NEXT STEP 
Learning about Bloomberg Vault’s solution for surveillance of electronic 
communication service can help you proactively monitor for potential policy 
violations. Contact us at +1 212 617 6580, vaultsales@bloomberg.net or  
call your regional representative to schedule a personalized demonstration.
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A SOLUTION THAT ADAPTS TO YOUR ORGANIZATION’S 
SUPERVISION PROCESSES
The system allows for a review hierarchy to be established where monitored 
employees can be organized into designated groups that mirror your firm’s 
organization. Each group can have its own set of policies applied and one or 
more supervisors can be authorized to review the communications. The interface 
is designed to enable assigned reviewers to quickly evaluate the captured item 
in order to make a swift, informed decision about whether action is required. 
Escalations are managed within the system to maintain complete audit trails, and 
the escalation process can fit existing compliance workflows at your firm.

BUILT IN ACCORDANCE WITH INDUSTRY BEST PRACTICES
Bloomberg Vault provides a real-time, unified supervision and surveillance platform 
capable of analyzing all electronic employee communications as explicitly mandated 
under NASD 3010/3020 and FINRA 3110/3013. An important capability of 
any supervision platform is being able to capture and prove that the company’s 
supervision practices are implemented and effective. Bloomberg Vault captures all 
reviewer activity in the audit trail and that activity is available via search or reports for 
proof of supervision.

ENTERPRISES BENEFIT 
FROM BLOOMBERG VAULT’S 
SURVEILLANCE SOLUTION
•  Real-time policy checking – 

Messages are checked on arrival 
and available for immediate review.

•  40+ pre-packaged policies – 
Customers can start using the tool 
out-of-the-box by simply enabling  
the relevant policies. These can  
also be customized and tuned as  
needed. Bloomberg’s expertise 
in financial services ensures that 
policies are up-to-date with the  
latest regulatory requirements.

•  Advanced policy definitions 
reduce false positives – The 
policy definitions take into account 
the context of words and phrases 
to increase reviewer efficiency and 
system effectiveness.

•  Complete audit trail and 
reporting – All audit actions are 
captured in the system and available 
for reporting, thus enabling firms to 
defend their supervision practices  
to regulators.

•  Bloomberg MSG and IB are 
pre-send checked – Bloomberg 
communications are checked  
pre-send, enabling warn and  
block actions to be taken before  
a message is delivered.

•  Easy Review Hierarchy 
Management – The flexible  
group management tool allows  
you to directly manage a  
supervision hierarchy that  
mirrors your organization.

•  Scheduled Reporting –  
The library of reports can be  
run on-demand or scheduled  
to be run on a regular basis.

Review policy violation events (top) 
Manage the review hierarchy groups (bottom)
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